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Employers’ control over employees’ use of tech tools (e-mail, WhatsApp, Messenger) 
during the Pandemic and while working from home 

 
Dear All,  
 
During the Pandemic companies are developing specific policies (codes of conduct and 
ethics, guidance, toolkits) and proposing training courses on written and virtual 
communication on online media, e-mail, WhatsApp, Intranet, Messenger and any other 
tech tools that can be used by employees who work remotely.   
 
Consequently, disciplinary action procedures are implemented when flexible or Smart 
Workers (Remote Workers) breach the rules of acceptable use of technological devices at 
work based on the principle of good faith in business. 
  
New features and issues arise from and relate to the lack of policies on Internet use 
monitoring that can be duly implemented and executed by employers, including the 
sensitive and personal nature of employees’ communications that may be accessed by 
employers, and the broad scope of findings in a disciplinary action procedure that may lead 
to employees’ termination as a result of the misuse of technological devices.  
 
The HR, Legal Affairs and/or Industrial Relations sectors should lay down comprehensible 
rules in writing about the corporate use of email (e-rules), containing the best practices 
employees are expected to follow, expressly banning the use for personal purposes, and 
establishing companies’ values and principles.    
  
Express and written internal policies, guidance, codes of conduct and ethics, rules about 
the acceptable use of business tools and disciplinary actions in case of breach and any form 
of monitoring should carry employees’ handwritten signature; it is not enough to send an 
email message with the policy attached, give an online course on corporate business tools 
or provide employees with a guide on online platform use, e-learning courses. It is still 
necessary to have a written document giving proof that employees are duly informed about 
these rules.  
  
Email is not only a business tool but a technological and communication means to do one’s 
job, attract customers, transmit the culture and values of the company, share knowledge. 
Email, WhatsApp and Messenger have gained special relevance: their acceptable use should 



 

 

be a part of employees’ duties. And this also applies to the use of Internet, platforms, I-
Cloud, cellphones, notebooks, any digital device that today are indispensable to stay 
connected while working from home; these are the key tools for working away from the 
workplace, teleworking. Employees should become aware, take full responsibility and get 
committed to its proper use. And it is important to clearly establish which means of 
communications are permitted for personal purpose because they are not forbidden.      
 
In our opinion, corporate policies about e-mail should involve HR sectors and all company 
leaders. Managers must provide daily support to monitor and shape employees’ conduct –
in particular when one of the main channels of direct communication with customers (to 
provide services and promote business) is email; they must meet the standards at each 
company because each email sent conveys companies’ values.   
  
Hence, a comprehensive Internet usage policy in the workplace must be put in place, 
including specific rules on the use of email, instant messaging, social networks, blogging 
and web surfing. Although policy may be tailor-made to the needs of each corporation as a 
whole and each sector of the corporation infrastructure in particular, the rights and 
obligations of employees should be set out clearly, with transparent rules on how the 
Internet may be used, how monitoring is conducted, how data is secured, used and 
destroyed, and who has access to it. 
 
All employees should be notified personally of such policy and consent to it explicitly. 
Before a monitoring policy is put in place, employees must be aware of the purposes, 
scope, technical means and time schedule of such monitoring. To this end, employees 
should be informed with a posting indicating that IT tools can only be used for 
professional purposes at the company, and therefore contents may be reviewed, captured 
and selected to analyze employees’ performance and devotion to work, and conduct 
assessment evaluations.    
 
Any disciplinary action and employment termination for misuse of IT tools should be 
regulated under a code of conduct or company rules based on general principles, and in the 
absence of specific rules, the traditional concepts of fair cause, timeliness, proportionality 
and reasonableness should be applied when imposing disciplinary actions or even 
termination for fair cause. The gaps in our legal system can be filled in with rules 
compatible with general principles.  
 
As a matter of fact, new technologies are governed by contractual rules, and any objective 
misconduct at the workplace or during working hours is unacceptable. That is why this 
issue should be treated based on the doctrine of utmost good faith, whereby employers 
must set out rules, disclose them adequately, prevent any breach, and only after all steps are 
taken, impose disciplinary actions, and even, in case of repetition, termination based on 
misuse or abusive use of tech tools. It is essential to learn to live, live and coexist with new 
tools to do one’s job observing all rights and duties.      
  
The most relevant issues that will require specific legislation include: 
  

 Basic concepts for telework, working hours and rest breaks should be assessed 
based on many interesting aspects that arise when work is done remotely. For 
instance, technical interruptions because the company server is not working leads 
to the question of who is responsible for this failure. There is obviously the issue of 



 

 

adequate working time and proper rest breaks, which will be a big challenge that 
needs to be regulated in detail and dealing with specific situations. 

 
 Prevention of occupational hazards and employers’ vicarious liability. Employees 

should play a more active role in the prevention of occupational hazards because 
employers’ may not fully control employees’ work although they use technology 
and rely on preventative measures adapted to the particular features of remote 
work. Take for instance employees’ breach when they hinder or endanger their own 
occupational health. As to the occupational hazards arising out of telework, 
employers should check whether employees are connected, receiving or sending e-
mail messages actively, accessing the Net with their user id and password, or using 
telematics and IT devices extensively, or whether they are disconnected because any 
disorder related to the so-called psychosocial risks associated with stress or 
depression will be treated differently. However, there are some distinguishing 
elements for teleworkers, namely: personal isolation and a blurring of their work-
life balance.  
 

 Employers’ control power is quite nuanced in the case of telework because of 
employees’ location and use of tech tools. Remote work allows employers to poke 
their nose into employees’ personal life easily thanks to the possibility of taking a 
look at their lifestyle or even privacy through computers or other devices. Taking a 
look from the outside may also lead to take a look from the inside by capturing 
messages stored at the computer. Which are the existing or future regulations about 
the fundamental rights to privacy, dignity, secrecy of correspondence, freedom of 
movement, which are being somehow threatened now, requesting Courts’ 
involvement in some cases, although such regulation could not be fully applicable 
in such exotic environments affecting for instance free enterprise at employees’ 
place. 

 
 Control and disciplinary powers: Smart working programs should establish how 

employers will exercise their control and disciplinary powers over work outside the 
office, and which smart workers’ conducts may give rise to the enforcement of 
disciplinary actions. 

 
 It is important that the smart working agreement should also provide training (i) on 

the 
correct use of working time; (ii) on how work outside the office may impact 
personal life, and (iii) on safety at work and collaboration with employers. 
 

 The involvement of Trade Unions is not required by the law. However, although it 
is not a strict requirement, the adoption of smart working is often preceded by 
agreements reached with Trade Unions. The involvement of Trade Unions, also 
through their workplace representatives (termed RSAs), can in fact be useful to 
provide smart workers with more detailed rules than the conditions set out in the 
future law, and establish objective methods and procedures for staff to choose the 
smart working option. In order to establish more detailed rules, smart working 
programs may be included in collective bargaining agreements reached with unions 
to set out clear guidance to improve this working method in the best possible way. 
 

 Employers need to monitor Smart Workers: Is there any privacy law or regulation 
dealing with employers’ control over remote workers that employers should know 



 

 

about? It is fundamental to have an efficient system to monitor smart workers’ 
productivity. This monitoring activity involves privacy and remote control aspects. 
First of all, for the purpose of valid monitoring without breaching the law on 
workers’ privacy, smart workers must be given a specific document indicating 
which technological devices will be available for the performance of their work, 
which controls the employer will be able to make on these devices and what will 
the consequences be for them in terms of disciplinary actions concerning 
inspections made by the employer. 
 

 As to privacy protection issues there are specific obligations and limitations on 
employers, including:  
 

- The obligation to provide workers with detailed information on how to make 
proper use of the Internet and emails, and the possible control to which they may 
be subject 

- A ban on the systematic reading and monitoring of emails and web pages visited by 
employees;  

- The adoption of specific measures aimed at preventing the risk of improper use, 
thus reducing subsequent monitoring (e.g. forbidden access to blacklisted sites, 
without registering attempted access);  

- With regard to email, in case of long and scheduled absences (e.g. holidays), the 
provision of automatic replies to clients indicating dates of absence and the name 
of a colleague for referral or, in the case of unscheduled absences (e.g. illness), the 
designation of a colleague with authorized access to the relevant email account.  
 

 It goes without saying that, in the case of smart working, which involves the 
possibility of working anywhere, employees will be required to have a particularly 
diligent conduct, both in terms of custody of technological devices and data 
retention and confidentiality.  
 

 The case we analyze below presented an excellent occasion for the European Court 
of Human Rights (“the Court”) to develop its case-law in the field of protection of 
privacy with regard to employees’ Internet communications. Consequently, any 
processing of personal data for the purposes of recruitment, fulfillment or breach 
of contractual obligations, staff management, work planning and organization and 
termination of an employment relationship in both the public and private sectors 
must be regulated either by law, collective agreement or contract. Particular forms 
of personal data processing, for example of the employees’ usage of Internet and 
electronic communications in the workplace, warrant detailed regulation.  

  
 
 
European Court of Human Rights ~ December 1, 2016 ~ Barbulescu v Rumania – 
Claim No. 61495/08 
 
The Romanian Constitution guarantees the right to the protection of intimate, private and 
family life (Article 26) as well as private correspondence (Article 28). Article 195 of the 
Criminal Code provides that: “Anyone who unlawfully opens somebody else’s 
correspondence or intercepts somebody else’s conversations or communication by 
telephone, by telegraph or by any other long distance means of transmission shall be liable 
to imprisonment for between six months to three years.” 



 

 

 
The Labor Code in force at the time of events provided in Article 40(1)(d) that the 
employer had the right to monitor the manner in which the employees completed their 
professional tasks. Article 40(2)(i) provided that the employer had a duty to guarantee the 
confidentiality of the employees’ personal data. 
 
Law No. 677/2001 on the protection of individuals with regard to the processing of 
personal data and the free movement of personal data (“Law no. 677/2001”) applies the 
provisions of EU Directive 95/46/EC (see paragraph 18 below). It defines “personal data” 
as “any data related to an identified or identifiable individual” (Article 3(a)). It provides that 
data can only be processed if the person concerned consented to it and it sets out a list of 
exceptions when consent is not necessary. Exceptions refer, among other situations, to the 
completion of a contract to which the concerned individual is a party and to securing a 
legitimate interest of the data operator (Article 5(2)(a and e)). It also provides that when 
processing data, public authorities remain under the obligation to protect the individuals’ 
intimate, private and family life (Article 5(3)). Lastly, anyone who suffered prejudice as a 
result of illegal processing of his/her personal data can ask the courts to allow him/her 
reparation (Article 18(2)) 
  
As to international documents, in May 2002 the European Economic Community 
produced the “Working document on the surveillance and the monitoring of electronic 
communications in the workplace” (“the working document”). This working document 
asserts that the simple fact that monitoring or surveillance conveniently serves an 
employer’s interest could not justify an intrusion into workers’ privacy. The document 
suggests that any monitoring measure must pass a list of four tests: transparency, necessity, 
fairness and proportionality. 
 
From a technical point of view, the working document indicates that: “Prompt information 
can be easily delivered by software such as warning windows, which pop up and alert the 
worker that the system has detected and/or has taken steps to prevent an unauthorized use 
of the network.” Opening an employee’s e-mail may also be necessary for reasons other 
than monitoring or surveillance, for example in order to maintain correspondence in case 
the employee is out of office (for example due to sickness or leave) and correspondence 
cannot be guaranteed otherwise (for example via an autoreply or automatic forwarding).” 
 
Email as a business tool and its correct regulation 
  
The Convention principle is that Internet communications are not less protected on the 
sole ground that they occur during working hours, in the workplace or in the context of an 
employment relationship, or that they have an impact on the employer’s business activities 
or the employee’s performance of contractual obligations. This protection includes not 
only the content of the communications, but also the metadata resulting from the 
collection and retention of communications data, which may provide an insight into an 
individual’s way of life, religious beliefs, political convictions, private preferences and social 
relations. In the absence of a warning from the employer that communications are being 
monitored, the employee has a “reasonable expectation of privacy”. This is an innovative 
concept included in Romanian labor laws whereby if employees are not warned that their 
communications (email, WhatsApp, Messenger) are being monitored, they enjoy a 
reasonable expectation of privacy. 
 



 

 

A dissenting opinion sparks off an interesting debate: “Any interference by the employer 
with the employee’s right to respect for private life and freedom of expression, including 
the mere storing of personal data related to the employee’s private life, must be justified in 
a democratic society by the protection of certain specific interests covered by the 
Convention, namely the protection of the rights and freedoms of the employer or other 
employees (Article 8 § 2) or the protection of the reputation or rights of the employer or 
other employees and the prevention of the disclosure of information received by the 
employee in confidence (Article 10 § 2). Hence, the pursuit of maximum profitability and 
productivity from the workforce is not per se an interest covered by Article 8 § 2 and 
Article 10 § 2, but the purpose of ensuring the fair fulfillment of contractual obligations in 
an employment relationship may justify certain restrictions on the above-mentioned rights 
and freedoms in a democratic society.” 
  
The dissenting opinion by Judge Pinto de Albuquerque: “Regulation is a corporate need. 
Internet surveillance in the workplace is not at the employer’s discretionary power. In a 
time when technology has blurred the diving line between work life and private life, and 
some employers allow the use of company-owned equipment for employees’ personal 
purposes, others allow employees to use their own equipment for work-related matters and 
still other employers permit both, the employer’s right to maintain a compliant workplace 
and the employee’s obligation to complete his or her professional tasks adequately does not 
justify unfettered control of the employee’s expression on the Internet. However, the 
global trend is that the unacceptable use of email as a business tool has given rise to new 
reasons for employment termination”.  
 
However, employers need to take different actions concerning the use of tech tools:  
 
1) Ban the use of tech tools for personal purposes in writing; it must be clearly established 
in a document that should bear employees’ handwritten signature to serve as evidence in 
case of any eventual claim and assert that this policy was adequately disclosed and known 
to employees.  
 
2) Clearly indicate which data or information must be kept in strict confidence under a 
confidential policy banning disclosure.  
  
3) Draft an internal memo or policy about employees’ acceptable use of email, which must 
bear employees’ handwritten signature; 
 
4) Inform that email may be monitored to ensure aceptable use. And in case of breach, a 
disciplinary action will be imposed in accordance with the seriousness of such breach;  
 
4) The Code of Conduct and Ethics or Internal Rules should include a provision indicating 
that the use of email for personal purposes or any disclosure of confidential information to 
third parties or to employees themselves may be deemed to be a serious breach resulting in 
termination for cause.  
  
Employers’ control power. Employees’ right to privacy  
 
The Rumanian Government inferred that the applicant had been given proper prior notice 
that his employer could monitor his communications; they relied on the employer’s notice 
of 3 July 2007 and on the findings of the County Court that the applicant had not 
challenged in his appeal. In a final decision of 17 June 2008, the Bucharest Court of Appeal 



 

 

ruled “In view of the fact that the employer has the right and the obligation to ensure the 
functioning of the company and, to this end, [the right] to check the manner in which its 
employees complete their professional tasks, and of the fact that [the employer] holds the 
disciplinary power of which it can legitimately dispose and which [entitled it] to monitor 
and to transcribe the communications on Yahoo Messenger that the employee denied 
having had for personal purposes, after having been, together with his other colleagues, 
warned against using the company’s resources for personal purposes, it cannot be held that 
the violation of his correspondence (violarea secretului corespondenţei) was not the only 
manner to achieve this legitimate aim and that the proper balance between the need to 
protect his private life and the right of the employer to supervise the functioning of its 
business was not struck. 
  
Based on the aforementioned, employers may effectively exercise their right to monitor the 
use of tech tools. The challenge is that such right should not eventually collide with the 
fundamental right to privacy in correspondence and the subsequent violation of employees’ 
right to privacy and private life. The Romanian Government submitted that Article 8 of the 
Convention was not applicable in the present case. They noted that the applicant had set 
up the Yahoo Messenger account for professional use and he furthermore claimed that he 
had only used it for this purpose; the Government inferred that the applicant could not 
claim an “expectation of privacy” while at the same time denying any private use. They 
further submitted that a number of Council of Europe member States required an assertion 
of the private nature of the communication for which the protection of privacy was sought; 
they relied, among other things, on the case-law of the French Court of Cassation that held 
that e-mails sent by an employee with means put at his disposal by his employer should be 
deemed to have a professional character and be accessible to the employer unless expressly 
identified as private. 
 
Taking into consideration the differences between e-mail and instant messaging (the latter 
lacks a subject field), the Government argued that an assertion of the private character of 
the communication was essential for it to fall within the scope of Article 8. Thus, they 
pointed out that the applicant had been given an opportunity to claim that the use he had 
made of Yahoo Messenger had been, at least in part, private, and he had clearly stated that 
this had not been the case as he had declared that he had only communicated with clients 
on behalf of his employer. It is crucial to analyze the legislation in each country to see if 
employer’s control affects employees’ right to privacy, taking into account that it is a way to 
monitor employees’ performance, without distorting the nature of the use of email or chat 
as a tech tool for professional purposes.  
 
The Court has consistently held that the notion of private life is a broad concept (see, E.B. 
v. France [GC], no. 43546/02, § 43, 22 January 2008, and Bohlen v. Germany, no. 
53495/09, § 45, 19 February 2015). It encompasses, for example, the right to establish and 
develop relationships with other human beings, and the right to identity and personal 
development (Niemietz, cited above, § 29, and Fernández Martínez v. Spain [GC], no. 
56030/07, § 126, ECHR 2014 (extracts)). A broad reading of Article 8 does not mean, 
however, that it protects every activity a person might seek to engage in with other human 
beings in order to establish and develop such relationships. It will not, for example, protect 
interpersonal relations of such broad and indeterminate scope that there can be no 
conceivable direct link between the action or inaction of a State and a person’s private life 
(see, mutatis mutandis, Botta v. Italy, 24 February 1998, § 35, Reports of Judgments and 
Decisions 1998‑I). 
  



 

 

Thus, according to the Court’s case-law, telephone calls from business premises are prima 
facie covered by the notions of “private life” and “correspondence” for the purposes of 
Article 8 § 1 (see Halford, cited above, § 44, and Amann v. Switzerland [GC], no. 
27798/95, § 43, ECHR 2000‑II). The Court further held that e-mails sent from work 
should be similarly protected under Article 8, as should information derived from the 
monitoring of personal Internet usage (see Copland, cited above, § 41). In the absence of a 
warning that one’s calls would be liable to monitoring, the applicant had a reasonable 
expectation as to the privacy of calls made from a work telephone (see Halford, cited 
above, § 45) and the same expectation should apply in relation to an applicant’s e-mail and 
Internet usage (see Copland, cited above, § 41). In a case in which the applicant’s 
workspace at a prosecutor’s office had been searched and some of his belongings had been 
seized (Peev v. Bulgaria, no. 64209/01, 26 July 2007), the Court held that the search 
amounted to an interference with the applicant’s “private life”; the Court found that the 
applicant had a reasonable expectation of privacy with regard to the personal belongings 
that he kept in his office (ibid., § 39). The Court further held that: ... such an arrangement is 
implicit in habitual employer-employee relations and there is nothing in the particular 
circumstances of the case – such as a regulation or stated policy of the applicant’s employer 
discouraging employees from storing personal papers and effects in their desks or filing 
cabinets – to suggest that the applicant’s expectation was unwarranted or unreasonable”. 
 
The Court must therefore examine whether in the present case the applicant had a 
reasonable expectation of privacy when communicating from the Yahoo Messenger 
account that he had registered at his employer’s request. In this connection, it notes that it 
is not disputed that the applicant’s employer’s internal regulations strictly prohibited 
employees from using the company’s computers and resources for personal purposes (see 
paragraph 8 above). It follows that the case is different, as suggested by the Government, 
from the Halford and Copland cases (cited above), in which the personal use of an office 
telephone was allowed or, at least, tolerated. The case must also be distinguished from the 
Peev case (cited above), in which the employer’s regulations did not forbid employees to 
keep personal belongings in their professional office. 
  
The Court must therefore determine whether, in view of the general prohibition imposed 
by his employer, the applicant retained a reasonable expectation that his communications 
would not be monitored. In this regard, the Court takes notice that the Data Protection 
Convention sets up clear principles applying to automatic data processing in order to 
enable an individual to establish the existence of an automated personal data file and its 
main purposes (see Articles 5 and 8 of the Data Protection Convention in paragraph 17 
above). The relevant EU law goes in the same direction, notably in the field of surveillance 
of electronic communications in the workplace (see paragraphs 18, 19 and 20 above). 
  
The Court attaches importance to the fact that the employer accessed the applicant’s 
Yahoo messenger account and that the transcript of his communications was further used 
as a piece of evidence in the domestic labor court proceedings. It also notes that, according 
to applicant’s submissions, that the Government did not explicitly dispute, the content of 
his communications with his fiancée and his brother was purely private, and related to, 
among other things, very intimate subjects such as the applicant’s health or sex life. It is 
also mindful of the applicant’s argument that his employer had also accessed his personal 
Yahoo Messenger account. Having regard to these circumstances, and especially to the fact 
that the content of the applicant’s communications on Yahoo messenger was accessed and 
that the transcript of these communications was further used in the proceedings before the 
labor courts, the Court is satisfied that the applicant’s “private life” and “correspondence” 



 

 

within the meaning of Article 8 § 1 were concerned by these measures (mutatis mutandis, 
Köpke v. Germany, (dec.), no. 420/07, 5 October 2010). It therefore finds that Article 8 § 
1 is applicable in the present case. 
  
The Court reiterates that although the purpose of Article 8 is essentially to protect an 
individual against arbitrary interference by the public authorities, it does not merely compel 
the State to abstain from such interference: in addition to this primarily negative 
undertaking, there may be positive obligations inherent in an effective respect for private 
life. These obligations may involve the adoption of measures designed to secure respect for 
private life even in the sphere of the relations of individuals between themselves (see Von 
Hannover v. Germany (no. 2) [GC], nos. 40660/08 and 60641/08, § 57, ECHR 2012, and 
Benediksdóttir v. Iceland (dec.), no. 38079/06, 16 June 2009). The boundary between the 
State’s positive and negative obligations under Article 8 does not lend itself to precise 
definition. In both contexts regard must be had to the fair balance that has to be struck 
between the competing interests – which may include competing private and public 
interests or Convention rights (see Evans v. the United Kingdom [GC], no. 6339/05, §§ 75 
and 77, ECHR 2007‑I) – and in both contexts the State enjoys a certain margin of 
appreciation (see Von Hannover, cited above; and Jeunesse v. the Netherlands [GC], no. 
12738/10, § 106, 3 October 2014). 
 
 
Please feel free to contact us for further information, 
 
Best regards,   
 
Natalia de Diego 


