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Right to Privacy. Judgment by the European Court of Human Rights 

 
Estudio de Diego & Asociados (Labor and Employment Law) "Culture of Service" 
 
Dear All, 
 
In the context of the rising use of technology in industrial relations, we would like to share 
an article analyzing a recent, long-awaited and transcendental judgment by the European 
Court of Human Rights (ECHR) 
 
The right to privacy can wait 
 
Showing a new change in trend, the European Court of Human Rights (ECHR) reversed 
the decision in re Lopez Ribalda I, and contrary to the opinion in Barbulescu II, sustained 
that the installation of hidden CCTV cameras without informing employees first was 
justified.  
 
Freedom and equality, the motto of the French Revolution (1789) 
But if people are free and equal, why having labor laws? In an asymmetrical world where 
the parties to a legal relationship have different obligations, Alain Supiot (Colloquium “Le 
Droit du travail un droit à part”, France, February 1990) seemed to have summarized the 
answer thirty years ago: while under civil law contracts the parties reach an agreement, 
under employment contracts there is a party that is subjected to the other. Even with an 
increasing protection of consumers’ rights within the framework of civil and business 
relations, labor and employment law emerged to deal with the inequality between 
employers and employees, justifying a specific regulation with the necessary 
multidisciplinary legal framework.  
 
As a matter of fact, concepts such as solidarity, statute of limitations, among others, stem 
from other branches of private law. The same happens with fundamental rights that are 
claimed under an employment relationship, whether they are specific or not to this field or 
whether they come from other areas of law.  
 
Under constitutional law there are a wide array of elements to determine the fundamental 
rights that are given to employers and employees. Take for instance the employer’s right to 
management, organization, discipline, and you will clearly see that there is a clash with 



 

 

certain legally protected rights that the human persons indisputably enjoy as such. 
Employers and employees, as human persons, undoubtedly have the right to freedom, 
privacy, property and equal treatment. However, all these rights get mixed up under an 
employment relationship.   
 
What happens when employers’ rights are at stake? And when the exercise of their right to manage or 
impose disciplinary actions is subjected to the access to certain pieces of information? 
 
The European Court of Human Rights, sitting as a Grand Chamber, delivered the 
following judgment in the matter Barbulescu v Rumania (Barbulescu II, 2017) stating that 
in order to monitor employees’ email it was necessary to give them proper prior notice 
indicating that his employer could access his communications. This judgment came to 
change the criterion set one year ago by the Fourth Section of the ECHR (Barbulescu I, 
2016) whereby the Court had supported the decision to monitor employees’ 
communications without proper prior notice under the specific circumstances of this case.  
 
What happened in Lopez Ribalda case? 
 

1. Background information. The case and judicial resolution in Spain. 
 
Isabel Lopez Ribalda together with other four applicants, all of whom were Spanish 
nationals, exhausted all available remedies in Spain and took their case to the European 
Court of Human Rights based in Strasburg (France) in accordance with the Convention for 
the Protection of Human Rights and Fundamental Freedoms (Rome, Italy, 1950).  
 
Procedurally speaking, the applicants could bring their case to the ECHR based on Article 
34 of such Convention that expressly reads as follows: “The Court may receive applications 
from any person, non-governmental organization or group of individuals claiming to be the 
victim of a violation by one of the High Contracting Parties of the rights set forth in the 
Convention or the protocols thereto. The High Contracting Parties undertake not to 
hinder in any way the effective exercise of this right.” 
 
The applicants were all working as cashiers at M.S.A, a family business that owns a 
supermarket chain in Spain.  
Early 2009, the applicants’ employer noticed some inconsistencies between the stock level 
and the sales figures. 
 
Specifically speaking, the supermarket’s manager identified losses of 7,780 euros (EUR) in 
February, EUR 17,971 in March, EUR 13,936 in April, EUR 18,009 in May and EUR 
24,614 in June. 
 
In order to investigate and put an end to the economic losses, on 15 June 2009 the 
employer installed surveillance cameras consisting of both visible and hidden cameras. The 
purpose of the visible cameras was to record possible customer thefts and they were 
pointed toward the entrances and exits of the supermarket. The purpose of the hidden 
cameras was to record and control possible employee thefts and they were zoomed in on 
the checkout counters, which covered the area behind the cash desk. The company gave its 
workers prior notice of the installation of the visible cameras. Neither they nor the 
company’s staff committee were informed of the hidden cameras. 
 



 

 

On 25 and 29 June 2009 all the workers suspected of theft were called to individual 
meetings. During those meetings the applicants admitted their involvement in the thefts in 
the presence of the union representative and the company’s legal representative  
 
On that date the applicants LOPEZ RIBALDA, GANCEDO GIMENEZ, RAMOS 
BUSQUETS, SABORIDO APRESA and POZO BARROSO were dismissed on 
disciplinary grounds: they had been caught on video helping co-workers and customers 
steal items and stealing them themselves. According to their letters of dismissal, the 
security cameras had caught them scanning items from the grocery baskets of customers 
and co-workers and afterwards cancelling the purchases. Security cameras had also caught 
them allowing customers and co-workers to leave the store with merchandise that had not 
been paid for. As to the fourth and fifth applicants, the cameras had reportedly caught 
them stealing goods with the help of their colleagues at the tills, specifically the second 
applicant.   
 
The third, fourth and fifth applicants signed an agreement entitled “settlement agreement” 
(acuerdo transaccional) and later on sought annulment arguing that they had signed them 
under duress. The applicants objected in particular to the use of the covert video-
surveillance, arguing that it had breached their right to protection of their privacy. 
 
A first-instance judgment (2010) rejected the claim by LOPEZ RIBALDA and 
GANCEDO GIMENEZ arguing that that the use of covert video surveillance in the 
workplace without prior notice had been in accordance with Article 20 of the Labour 
Regulations (Estatuto de los Trabajadores), which allowed an employer to use monitoring 
and surveillance measures which he or she deemed appropriate to verify that an employee 
was fulfilling his or her employment duties, as long as the employer respected “human 
dignity”.  
 
This had been confirmed by the Constitutional Court in several judgments (see, among 
other authorities, judgment no. 186/2000 of 10 July 2000). According to the Constitutional 
Court’s case-law, an employer’s right to adopt organizational arrangements and act as a 
disciplinary authority had to be weighed against an employee’s fundamental right to privacy 
recognized under Article 18 of the Constitution. In cases where there were substantiated 
suspicions of theft, special circumstances justified interference with an employee’s right to 
privacy, which was considered to be appropriate to the legitimate aim pursued, necessary 
and proportionate.  
Then the High Court of Justice of Catalonia (2011) ratified the first-instance judgment. 
While acknowledging that it was possible that the employer could face an administrative 
sanction for not informing its employees and the staff committee in advance of the 
installation of the cameras, that fact alone had no relevance from a constitutional point of 
view, since from that perspective the covert video surveillance had been justified (in that 
there had been reasonable suspicions of theft), appropriate to the legitimate aim pursued, 
necessary and proportionate.  
 
Ultimately the applicants lodged an appeal with the Constitutional Court, the highest Court 
at the national level, which were declared inadmissible due to the “non-existence of a 
violation of a fundamental right. 
 
As to the third, fourth and fifth applicants (who had signed a settlement agreement) a first-
instance judgment determined that the settlement agreements were valid, this rendering 



 

 

their dismissals fair, and the use and analysis of the impugned videos as evidence in the 
proceedings was deemed unnecessary 
 
The Appellate Court, the High Court of Justice (2011), confirmed the decision and also 
analyzed, for the sake of clarity, the legality of covert video surveillance. Finally, the three 
applicants filed an appeal with the Constitutional Court, which was rejected based on 
similar grounds.  
 
The five applicants filed an appeal and took their case to the ECHR, the highest authority 
in Europe in this field.  
 
2. Lopez Ribalda I, the judgment by ECHR Chamber 
 
The Tribunal found that in this case there was not a fair balance between the applicants’ 
right to respect for their private life under Article 8 of the Convention and employer’s 
interest in protecting its rights in connection with the organization and management of its 
property. Then there is a clash between employers’ and employees’ fundamental rights 
under an employment relationship. This clash calls for balanced business decisions, 
regardless of the Court’s interpretation.   
 
Employers’ decision-making while exercising their rights implies taking risks, which are 
ultimately aimed at protecting business interests and observing employees’ fundamental 
rights even in such complicated circumstances as those found in the case under discussion.   
 
To reach a decision and rule against the Spanish State, the ECHR Chamber argued as 
follows:  
The concept of “private life” covers aspects relating to personal identity, such as a person’s 
name or picture (see Schüssel v. Austria (dec.), no. 42409/98, 21 February 2002, and Von 
Hannover v. Germany No. 59320/00 § 50, ECHR 2004-VI). It may include activities of a 
professional or business nature and may be concerned in measures effected outside a 
person’s home or private premises (compare Peck v. the United Kingdom, cited above, §§ 
57-58; Perry v. the United Kingdom, cited above, §§ 36-37; and Benediktsdóttir v. Iceland 
(dec.), no. 38079/06, 16 June 2009). In the context of the monitoring of the actions of an 
individual by the use of photographic equipment, the Court has found that private-life 
considerations may arise concerning the recording of the data and the systematic or 
permanent nature of the recording (compare P.G. and J.H. v. the United Kingdom, no. 
44787/98, § 57, ECHR 2001-IX; Peck, cited above, §§ 58-59; and Perry, cited above, § 38).  
 
A person’s image constitutes one of the chief attributes of his or her personality, as it 
reveals 
unique characteristics and distinguishes him or her from his or her peers. The right to the 
protection of one’s image is thus one of the essential components of personal development 
and presupposes the right to control the use of that image (see Reklos and Davourlis v. 
Greece, no. 1234/05, § 40, 15 January 2009). The Court also observes that the visual data 
obtained entailed the storage and processing of personal data, closely linked to the private 
sphere of individuals. This material was thereby processed and examined by several persons 
working for the applicants’ employer (among others, the union representative and the 
company’s legal representative) before the applicants themselves were informed of the 
existence of the video recordings. 
 



 

 

The Court observes that, as acknowledged by the domestic courts, the applicants’ employer 
did not comply with the obligation to inform the data subjects of the existence of a means 
of collecting and processing their personal data, as prescribed in the aforementioned 
domestic legislation. In addition to this, the Court notes that the Government has 
specifically acknowledged that the employees were not informed of the installation of 
covert video surveillance zoomed in on the cash desks or of their rights under the Personal 
Data Protection Act. The Court notes that the video surveillance carried out by the 
employer, which took place over a prolonged period, did not comply with the requirements 
stipulated in Section 5 of the Personal Data Protection Act, and, in particular, with the 
obligation to previously, explicitly, precisely and unambiguously inform those concerned 
about the existence and particular characteristics of a system collecting personal data. The 
Court observes that the rights of the employer could have been safeguarded, at least to a 
degree, by other means, notably by previously informing the applicants, even in a general 
manner, of the installation of a system of video surveillance and providing them with the 
information prescribed in the Personal Data Protection Act. 
 
The Spanish State appealed this decision rendered in January 2018, and it was finally 
decided with a long-awaited ruling by the end of 2019.  
 
3. Lopez Ribalda II, the final judgment by ECHR Grand Chamber 
 
Even though there was well-grounded expectation based on Barbulescu II, the ECHR 
Grand Chamber rendered a surprise judgment changing the previous decision and 
validating the ruling by the Spanish domestic courts. In October 2019, the Grand Chamber 
justified employer’s installation of hidden CCTV cameras due to substantiated suspicions 
of theft.  
 
The Grand Chamber expressly stated as follows: The positive obligations imposed on the 
State by Article 8 of the Convention required the national authorities to strike a fair balance 
between two competing interests, namely, on the one hand, the applicants’ right to respect 
for their private life and, on the other, the possibility for their employer to ensure the 
protection of its property and the smooth operation of its company, particularly by 
exercising its disciplinary authority. The Court notes at the outset that, at the material time, 
Spanish law had laid down a legal framework intended to protect the private life of 
employees in situations such as that in the present case. 
 
Thus, the Personal Data Protection Act and Instruction no. 1/2006 specifically on video-
surveillance provided for a certain number of safeguards and conditions to be satisfied by 
any measure of video-surveillance and the ensuing processing of personal data. Failure to 
provide these safeguards could give rise to administrative sanctions and could engage the 
civil liability of the person responsible for the data processing (see paragraphs 46 and 48 
above). In addition, Article 20 § 3 of the Employment Regulations limited the employer’s 
use of monitoring, as regards the fulfillment by employees of their employment duties, by 
requiring that the measures taken in that regard were compatible with their human dignity. 
Moreover, the applicable rules of procedure required the domestic courts to exclude any 
evidence obtained in breach of a fundamental right. Lastly, there was case-law of the 
ordinary courts and the Constitutional Court requiring that any measures interfering with 
the privacy of employees had to pursue a legitimate aim (“appropriateness test”), and had 
to be necessary for the fulfillment of the aim pursued (“necessity test”) and proportionate 
to the circumstances of each case (“strict proportionality test”) (see paragraphs 54 et seq. 
above). 



 

 

 
The Court would begin by noting that the employment courts identified the various 
interests at stake, referring expressly to the applicants’ right to respect for their private life 
and the balance to be struck between that right and the employer’s interest in ensuring the 
smooth running of the company by exercising its management powers.  
 
The domestic courts first found, in accordance with the requirements of the Constitutional 
Court’s case-law, that the installation of the video-surveillance had been justified by 
legitimate reasons, namely the suspicion, put forward by the supermarket manager on 
account of the significant losses recorded over several months, that thefts had been 
committed. They also took account of the employer’s legitimate interest in taking measures 
in order to discover and punish those responsible for the losses, with the aim of ensuring 
the protection of its property and the smooth functioning of the company. 
 
Ultimately, the Grand Chamber found that the by domestic courts’ assessment of a fair 
balance of the interests at stake was reasonable. 
 
It further notes that the monitoring targeted the areas around the tills, where thefts were 
likely to have been committed. These recordings were aimed at all the staff working in the 
checkout area, (contrast Köpke, cited above, whereby the video-surveillance measure 
covered the entirety of the place of work).  
 
The Court takes the view in this connection that it is necessary to distinguish, in the 
analysis of the proportionality of a video-surveillance measure, the various places in which 
the monitoring was carried out, in the light of the protection of privacy that an employee 
could reasonably expect. That expectation is very high in places which are private by 
nature, such as toilets or cloakrooms, where heightened protection, or even a complete ban 
on video-surveillance, is justified. It is manifestly lower in places that are visible or 
accessible to colleagues or, as in the present case, to the general public. 
 
In addition, the Grand Chamber justified intrusion on applicants’ privacy by analyzing the  
extent of the measure taken by the employer (covert video-surveillance): 1. it lasted for ten 
days and ceased as soon as the employees responsible had been identified. The length of 
the monitoring does not therefore appear excessive in itself; 2. only the supermarket 
manager, the company’s legal representative and the union representative viewed the 
recordings obtained; 3. the video-surveillance measure at issue had pursued a legitimate 
aim, namely to detect missing goods and identify the individuals involved; 4. lack of any 
other adequate alternatives to pursue the legitimate aim.  
 
Having regard to these factors, the Court takes the view that the intrusion into the 
applicants’ privacy did not attain a high degree of seriousness, which implies different 
degrees of intrusion into private life based on criterion and standards on a case-by-case 
basis. 
 
In conclusion, the ECHR found no violation of the right to privacy (although they had 
other legal remedies available), thus reversing the decision in Lopez Ribalda I and rejecting 
applicants’ claim.  
 
Conclusions: A revision of the right to privacy and data protection in the context of 
technological advances? 
 



 

 

The ECHR judgment allows us to draw important conclusions to analyze these current 
situations and the rising advance of technology in industrial relations.  
 
How to solve the dilemma of fundamental rights of the parties to an employment 
relationship? 
 
There are several considerations to successfully solve a potential conflict based on ECHR 
case law (see judgments “Bărbulescu” “Köpke” and “Lopez Ribalda”). 
 
Then in general in order to strike a fair balance between employers’ and employees’ 
fundamental rights it is crucial to consider: 
 

(a) Whether the employee has been notified of the possibility of video-surveillance 
measures being adopted by the employer and of the implementation of such 
measures. 
 

(b) The extent of the monitoring by the employer and the degree of intrusion into the 
employee’s privacy. In this connection, the level of privacy in the area being 
monitored should be taken into account, together with any limitations in time and 
space and the number of people who have access to the results. 
 

(c) Whether the employer has provided legitimate reasons to justify monitoring and 
the extent thereof. The more intrusive the monitoring, the weightier the 
justification that will be required. 
 

(d) Whether it would have been possible to set up a monitoring system based on less 
intrusive methods and measures. In this connection, there should be an assessment 
in the light of the particular circumstances of each case as to whether the aim 
pursued by the employer could have been achieved through a lesser degree of 
interference with the employee’s privacy. 
 

(e) The consequences of the monitoring for the employee subjected to it. Account 
should be taken, in particular, of the use made by the employer of the results of the 
monitoring and whether such results have been used to achieve the stated aim of 
the measure. 
 

(f) Whether the employee has been provided with appropriate safeguards, especially 
where the employer’s monitoring operations are of an intrusive nature.  
 
 
 

We are constantly challenged to analyze the degree of intrusion on fundamental rights 
under employment relationships and how committed the institutions are in each country. 
About the clash of interests among individuals the Supreme Court of Justice of Argentina 
in a landmark decision (“Vizzoti c. AMSA”, Fallos: 327:3677, 2004) found that from a 
constitutional perspective employees should be specially protected.  
 
A critical and global revision of the right to privacy and data protection focuses on 
excluding the belief that the end justifies the means, and calls for the constant search for a 
fair balance as a necessary condition to attain true equality and freedom.  
 



 

 

 
Please feel free to contact us for further information, 
 
Best regards,   
 
Ignacio Lovage 


