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Dear All, 
 
We would like to share our work on “Employers’ control over employees’ use of tech tools 
(e-mail, WhatsApp, Messenger). The judgment by the European Court of Human Rights in 
the matter of Bărbulescu v Romania on December 1, 2016, Application No. 61495/08. 
Online Quotation AR/DOC/1052/2016, (Bărbulescu I) opens the conversation, and the 
most relevant aspects to bear in mind are:  
 

 Companies should develop specific policies (codes of conduct and ethics, guidance, 
toolkits) and propose training courses on written and virtual communication on 
online media, e-mail, WhatsApp, Intranet, Messenger and any other tech tools that 
can be used by employees. Consequently, disciplinary action procedures are 
implemented in case of breach of the rules of acceptable use of technological 
devices at work based on the principle of good faith in business. New features and 
issues arise from and relate to the lack of policies on Internet use monitoring that 
can be duly implemented and executed by employers, including the sensitive and 
personal nature of employees’ communications that may be accessed by employers, 
and the broad scope of findings in a disciplinary action procedure that may lead to 
employees’ termination as a result of the misuse of technological devices 

 
 The HR, Legal Affairs and/or Industrial Relations sectors should lay down 

comprehensible rules in writing about the corporate use of email (e-rules), 
containing the best practices employees are expected to follow, expressly banning 
the use for personal purposes, and establishing companies’ values and principles. 
Express and written internal policies, guidance, codes of conduct and ethics, rules 
about the acceptable use of business tools and disciplinary actions in case of breach 
and any form of monitoring should carry employees’ handwritten signature; it is 
not enough to send an email message with the policy attached, give an online 
course on corporate business tools or provide employees with a guide on online 
platform use, e-learning courses. It is still necessary to have a written document 
giving proof that employees are duly informed about these rules.  

 



 

 

 Email is not only a business tool but a technological and communication means to 
do one’s job, attract customers, transmit the culture and values of the company, 
share knowledge. Email, WhatsApp and Messenger have gained special relevance: 
their acceptable use should be a part of employees’ duties. And this also applies to 
the use of Internet, platforms, I-Cloud, cellphones, notebooks, any digital device 
that today are indispensable to stay connected while working from home; these are 
the key tools for working away from the workplace, teleworking. Employees should 
become aware, take full responsibility and get committed to its proper use. And it is 
important to clearly establish which means of communications are permitted for 
personal purpose because they are not forbidden.      

 
 In our opinion, corporate policies about e-mail should involve HR sectors and all 

company leaders. Managers must provide daily support to monitor and shape 
employees’ conduct –in particular when one of the main channels of direct 
communication with customers (to provide services and promote business) is 
email; they must meet the standards at each company because each email sent 
conveys companies’ values.   

 
 Hence, a comprehensive Internet usage policy in the workplace must be put in 

place, including specific rules on the use of email, instant messaging, social 
networks, blogging and web surfing. Although policy may be tailor-made to the 
needs of each corporation as a whole and each sector of the corporation 
infrastructure in particular, the rights and obligations of employees should be set 
out clearly, with transparent rules on how the Internet may be used, how 
monitoring is conducted, how data is secured, used and destroyed, and who has 
access to it. 

 
 All employees should be notified personally of such policy and consent to it 

explicitly. Before a monitoring policy is put in place, employees must be aware of 
the purposes, scope, technical means and time schedule of such monitoring. To this 
end, employees should be informed with a posting indicating that IT tools can only 
be used for professional purposes at the company, and therefore contents may be 
reviewed, captured and selected to analyze employees’ performance and devotion 
to work, and conduct assessment evaluations.    

 
 Any disciplinary action and employment termination for misuse of IT tools should 

be regulated under a code of conduct or company rules based on general principles, 
and in the absence of specific rules, the traditional concepts of fair cause, 
timeliness, proportionality and reasonableness should be applied when imposing 
disciplinary actions or even termination for fair cause. The gaps in our legal system 
can be filled in with rules compatible with general principles.  

 
 As a matter of fact, new technologies are governed by contractual rules, and any 

objective misconduct at the workplace or during working hours is unacceptable. 
That is why this issue should be treated based on the doctrine of utmost good faith, 
whereby employers must set out rules, disclose them adequately, prevent any 
breach, and only after all steps are taken, impose disciplinary actions, and even, in 
case of repetition, termination based on misuse or abusive use of tech tools. It is 
essential to learn to live, live and coexist with new tools to do one’s job observing 
all rights and duties.      
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FACTS: 
I. THE CIRCUMSTANCES OF THE CASE 
 

 The employer’s right to monitor their employees’ use of the company’s computers 
in the workplace falls within the broad scope of the right to check the manner in 
which professional tasks are completed. 

 
 As long as the employees’ attention had been drawn to the fact that, not long 

before the applicant had received a disciplinary sanction, another colleague had 
been dismissed for having used the Internet, the telephone and the photocopiers 
for personal purposes and they had been warned that their activity was under 
surveillance (see notice no 2316 of 3 July 2007 that the applicant had signed ...) it 
cannot be held against the employer that he had not proven transparency and that 
he had not been open with regard to his activities in monitoring the use of the 
computers by its employees. 

 
 The Internet in the workplace must remain a tool at the employee’s disposal. It was 

granted by the employer for professional use and it is indisputable that the 
employer, by virtue of the right to monitor the employees’ activities, has the 
prerogative to keep personal use of the Internet monitored. 

 
 From a technical point of view, the working document indicates that: “Prompt 

information can be easily delivered by software such as warning windows, which 
pop up and alert the worker that the system has detected and/or has taken steps to 
prevent an unauthorized use of the network.” 

 
 Opening an employee’s e-mail may also be necessary for reasons other than 

monitoring or surveillance, for example in order to maintain correspondence in 
case the employee is out of office (for example due to sickness or leave) and 
correspondence cannot be guaranteed otherwise (for example via an autoreply or 
automatic forwarding). 

 
Best regards, 
 
Natalia G. de Diego 


